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Safety Module: Main Objective 
 

This module provides information on different aspects of safety with regards to 

risks, measures, copyrights and social media security. The aim of the module is 

to educate low skilled young people about the basic online safety, the 

importance of protection and privacy. In recent years, we have observed 

increase in social activity online. There are more and more users of websites, 

social media and various apps. As the benefits are often mentioned, one should 

also discuss the dangers of social activity online. Our online security is as 

important as it is in the real world. 
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Topic 1: Risks 

Introduction  

At this topic the young people will be introduced to different threats to hardware and software, and 

to Data and Information such as types of cybercrime, malware and financial loss. Thanks to the rapid 

development of technology and more precisely the advancements in the areas of online services and 

global virtual connections, users have a door the rest of the world through the Internet. However, 

the problem is that this door can work both ways, it provides a way for unexpected guests into the 

user’s environment, both physical and digital. In the following section we are going to explain the 

various risks and threats that we modern users have to face both from the Internet and their more 

local environment as well.  
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Understand the threats to hardware and software 

Introduction 

Our devices are susceptible to an assortment of threats, both on a physical and a digital level. On the 

physical or hardware level, we have the actual devices in which our data and software is stored, 

these devices have their own needs and vulnerabilities. Our work, if saved on our local computer 

means that at any point if the hard disk, in which the data is stored, is destroyed or corrupted are in 

danger of being lost. The same applies to all kinds of programs installed on our device as well. 

In the following chapter we are going to analyze the various risks involved when dealing with 

software and hardware. 

Threats to Hardware 
Before discussing the threats to hardware, we need to first understand what we mean by hardware. 

Hardware is the term used to describe the physical components of a computer device. For example, 

the processor chip which is responsible for carrying out all the calculation that the system requires 

to function correctly is a piece of hardware. 

The components that a computer device should definitely have in order to function as the following: 

CPU 

CPU (Central Processing Unit) as the name suggests, this 

component is responsible for carrying out the various 

commands and calculations necessary for the proper function 

of our device. This component is present to all modern devices 

like desktops, laptops and mobile devices. 

It is a component of the utmost importance to the computer 

and should be well maintained. The main risks for the CPU are 

during installation onto the motherboard as well as proper 

temperature regulation. 

In the first case, seeing as the processor is a very sensitive chip it should be carried with great care 

and not placed anywhere near an electromagnetic field. The risk appears during the installation of 

the chip onto the motherboard. 

The second case, which is the most dangerous and may happen at any point during the chips 

lifetime, is the improper temperature regulation. The CPU must be properly cooled off at any point 

and especially during heavy processing sessions. Failure to do so will drastically decrease its 

durability and increase danger of malfunction. To avoid this the user should clean the fan cooling the 

CPU and make sure that device as whole is well ventilated. 
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GPU 

Or Graphics Processing Unit. It is the component responsible 

for processing any graphical demanding processes. Great 

examples of such processes are video streaming and video 

games. The more graphically demanding the processes are, 

the more powerful the GPU should be.  

According to the workload of the GPU it requires different 

amounts of power in order to maintain a “healthy” 

temperature. As such, pushing graphics cards to their limits 

(e.g.: overclocking) without making sure that the necessary 

care goes to their maintenance (i.e.: cooling) can “fry” them. 

  

Storage Media - Hard Disk / Solid State Drive 

Both are examples of storage devices. These components are used 

in order to save data and software. Their difference lies in their 

architecture; however they are still susceptible to the same kinds 

of dangers. Being some of the most used components of a 

computer, means that the chance of them getting damaged is very 

high. However, unlike CPUs which may be expensive to replace but 

quite easy to do so, storage devices may cause data to be 

corrupted and destroyed and that cannot be replaced. Damage can 

occur either from the longtime of use, a piece of malicious code or 

improper disruption of the computers functions while saving data. 

If you unplug a computer while saving or updating this may cause 

the drives to interrupt their storing process at some important 

point and hence lose data or affect other stored data locations. 

  

Figure 1: Example of the NVIDIA GPU GTX 1060 

Figure 2: Top image shows a Hard Disk and the one 
below a Solid State Drive 
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Motherboard 

The motherboard is another essential component of a 

computer. Think of it as the connection between all the 

components of the computer. It is here where all parts of the 

device communicate with one another.  

The motherboard is susceptible to power faults. Fluctuation to 

the power supply of the computer may cause the motherboard 

to overheat and as a result burn some important areas of the 

board. The motherboard acts as the common ground for all 

components of the computer, damage to this location means 

that some components cannot function properly or cannot communicate with others.  

RAM card 

Random-Access Memory, is the component which 

stores temporarily all the data and information 

currently being used by the computer in order to 

function correctly. By having more RAM a device can 

support a larger amount of programs running at the 

same time.  

Overclocking, meaning forcefully providing the RAM 

cards with more than the recommended supply of 

power in order to get more use out of them, means 

that you also increase the chance of them being 

destroyed.  

 

 

 

 

 

 

 

 

 

 

Figure 3: Example of a Motherboard 

Figure 4: Example of RAM Cards 
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Threats to Software 
By software we refer to all kinds of programs that we can install on our devices. A software can be a 

video gamer or even a program in which we write essays. 

Software is vulnerable to an assortment of threats not all of them being some external factor like a 

hacker attack or a virus corruption.  

Just like any other device or system, in order for a program to function correctly it should be well 

maintained. In computers this is easily done by making sure that all necessary updates for a program 

are done in time. This prevents any software breaking pieces of code from activating or surfacing.  

This way we can ensure the healthiness of our programs and their continuous functionality.  

Understand the threats to data and information 

Introduction 

Maybe the most important threat that we have to face today is towards our personal data and 

information. Using the Internet we can basically can carry out most of our everyday routine tasks 

online. We can pay taxes, buy groceries, buy and even sell furniture for our house. All the 

information needed to carry out these tasks is saved on the device that we use to do those tasks in 

the first place.  

What happens however if that device is vulnerable to an external attack? What might be the 

repercussions of such an event? 

 To carry out our various tasks for the day we use an assortment of devices.  

 We use mobile devices in order to save contact details of friends and associates as well as 

our day to day tasks.  

 We use computers in order to do research, write reports, produce code and in general 

execute most of our work duties. 

How would we react if this enormous and important amount of data and information was gone? Is 

this possible and how? 

1. Physical Risks 

These are the most straight-forward types of Risks. When we say physical risks we mean the 

possibility that the device which holds the data is somehow compromised.  

If we save data on mobile devices or USB Flash Drives, possible threat is that of the device being 

stolen. Due to their small size, it is very common for people to misplace them. 

2. Internet Risks 

Let us proceed now to the risks faced when the Internet is introduced to our system. Having access 

to the Web basically means that someone can use that to their advantage in order to gain access to 

our system. Hackers and pieces of malicious code can find their way into computers data storage 

and extract valuable information. 
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Types of cybercrime 

Cybercrime is the term used to describe crimes which take place digitally. By that we mean that 

there is not physical interaction between the victim and the attacker. 

 

 

 

 

 

 

 

 

Phishing 

First case of a cybercrime is phishing. In a phishing attack, the victim or victims are contacted by the 

attacker through various digital means, be it emails, text messages or even through a phone call. 

They present a relatively believable scenario, where they impersonate a legitimate organization and 

try to persuade their victims to provide them with sensitive personal information. Sensitive persona 

information may be their credit card number, bank details, and passwords for an account. With this 

information they can gain access to various financial resources and acquire them with minimal 

effort. 

One of the most common phishing methods are emails, seemingly coming from the developer of 

your operating system or the department of fraud from your bank. They craft a very convincing 

email about your device or bank account being at risk and needing you to confirm your security 

details in order to ensure your safety.  

Pharming 

Pharming is a close “relative” of phishing. It is also known as “phishing without a lure”. In phishing 

attacks the user must fall into the trap of the attacker and willingly, although unbeknownst to them, 

release their private details. In pharming the user has no control over what data the attack will 

retrieve. Malicious code is spread into a network and modifies the devices used in order for them to 

navigate their users to fake websites. For example: A user types www.bank.com , the infected device 

will redirect them to www.fakebank.com. Which will look identical to the real website and trick 

them into submitting their data. 

 

  

http://www.fakebank.com/
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Social Engineering 

Unlike the more traditional approaches that are used in order to gain access to a system, Social 

Engineering takes a different route in order to infiltrate systems, is uses psychology and deception. 

Instead of attacking a systems vulnerabilities social engineers aim to attack the psychological 

vulnerabilities of system users. They pretend to represent their company’s security team or their 

bank’s account manager and craft a suitable story. Users not familiar with the inner workings and 

mechanisms of such organizations can be easily tricked into releasing their security data and as such 

provide an obstacle free and legitimate entrance to their resources to unauthorized personnel.  

Social engineers employ various tools to accomplish their tasks. They usually combine phone calls 

with convincing emails and fake phishing websites. Social Engineering is one of the most complex 

and difficult cases to deal with since humans can adapt to situations, formulate excuses and lies on 

the fly. Considering that a social engineer should posses a certain amount of charisma and 

psychology knowledge, they can use those traits to manipulate their victims into scenarios where 

the user could be proposed a very plausible case and succumb to their mechanisms. 

The only real way of effectively dealing with such cases is to have fully trained personnel. Have them 

trained on cases such as these where interaction with a human being in order to resolve a 

complicated issue might occur. Only by having knowledge of the mechanisms of their organization 

can they detect fraudulent attempts. 

Types of malware:  

Malware is a general term used to describe software whose whole purpose is to harm its victim. It is 

shorthand for Malicious Software. As their name implies, it is software with evil intentions. Their 

scope may range from simply annoying the user with windows popping up on their screen, to much 

more serious intentions like destruction or stealing of data.  

Following are the most commonly encountered types of malicious software and their intentions: 

Virus 

Viruses are a type of malicious software which once it finds its way inside a computer system it starts 

infecting files and spreading to various parts of the system (hence the name virus). They usually gain 

entry into our systems by “hiding” in downloaded files, email attachments and even in portable 

storage devices. Their purpose is to corrupt, destroy files and in general cause the system and its 

processes to malfunction. 

Worm 

A worm is another type of malicious code that threatens our devices. Worms infiltrate computer 

networks and use them as a sort of virtual highway in order to spread into the various connected 

devices. Its purpose is to occupy large parts of the networks bandwidth and as a result cause the 

users of the network to experience heavy delays in the communication and loss of transmitted data. 

Trojan Horse 

This type of software took its place from the Trojan horse in Greek mythology, a trap pretending to 

be a gift. A trojan horse disguises itself as an update or a patch or a program useful to the user’s 
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system. Instead, as soon as it tricks the user to install it opens a “back” door to our system, allowing 

hackers to access our data as if they are legitimate users. Depending on the purpose of the trojan 

horse hackers will be able to cause an assortment of damage to our system, from loss of data to 

destruction of essential systems and programs. 

Spyware 

Another type of evil-intentioned program. Spyware does not directly harm the user; however what it 

does is that it attaches itself to the device and does not cause any observable disturbance to the 

functions of the device. What it does is that it observes the user’s behavior and activities online, 

records them and sends them online so that system weaknesses and user patterns may be identifies. 

This way it will be easier for phishing attacks to succeed. Some variations of Spyware may modify the 

computer settings as well. Settings like change of home page, or redirection to specific websites 

when using the internet. They may even cause the internet connection to be slowed down.  

Adware 

Advertisement Software, a type of program which bombards the user with constant advertisements 

either chosen at random or target to them specifically based on their previous online activities. What 

is common practice among malicious software distributors, is the spreading of Spyware first, that 

way they can develop a profile for each user and then bombard them with Ads tailored to their 

interests. Sometimes, those advertisements can even redirect users to infected or phishing websites; 

so we can see that their purpose is not so shallow but work in an indirect way in order to carry out 

their malicious action. 

Crimeware 

Another type of malware whose purpose is to make the life of cybercriminals easier. This type of 

software aims to streamline and automate the various procedures used when conducting a 

cybercrime. They distribute software and carry out attacks aiming to steal information and resources 

from unsuspecting users. Crimeware can easily combine any of the other types of malicious software 

we have seen above. 
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Financial loss 

 

Maybe the most commonly used service on the internet is its e-shopping functionality. Users can 

buy and sell stuff to any part of the globe.  Markets and products from all over the world have been 

merged into a singular global emporium.  

By expanding the borders of trade however, we have also expanded the reach of potential threats. 

The anonymity and facelessness that masks everyone online poses a serious trust issue. Transactions 

can be carried out in a matter of seconds, exchanging money from one corner of the world to the 

other, with the amount of money ranging from a few cents to millions. 

Users of the internet should be very careful and take all the necessary measures when it comes to 

their bank details. It is easy to carry out and online transaction. All is needed are a few numbers 

from your credit card. If its easy for the users, it is easy for the cybercriminal as well. 

Phishing websites, fake vendors and infected websites; all are risk factors users have to be beware 

off since through them, directly or indirectly, they can lose a large amount of their money. 
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Topic 2: Measures 

Introduction  
This topic aims to teach young people the most common security measures such as strong 

passwords, Antimalware software, data backup, encryption, firewall and shop securely. Additionally, 

teach young people to be aware of the present world Internet security. 
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Understand how to create strong passwords 
What do we mean by having strong passwords and why is it so important? The strength of the 

password is basically the amount of time it takes someone to crack it. As we know, the Internet 

offers many benefits as well as dangers to its user. Due to the myriads of services offered to us 

through the Internet, we need to make sure that the details we provide each time when creating an 

account for such services are protected. 

 

 

 

 

 

 

 

 

 

As the video suggests, we should move away from the term passwords and towards the term 

passphrases. A password should have a certain length and combine all sorts of characters numbers 

and symbols. The easiest way for us to remember a long password is if that password is basically a 

phrase and not just a really long string of random characters. 

Example: 

Bad password example: hello1234 

Good password example: MyNaME153l3fth3r10s!  

In the above example I have just written “My name is Eleftherios!”. However by changing the case 

of characters and using numbers instead of characters I have increased the strength of my password 

exponentially. 

You can use the following websites in order to evaluate your passwords strength and tips on how to 

improve it: http://www.passwordmeter.com/ https://howsecureismypassword.net/  

Note: No matter how good your password is, you should change it every few months. This is to make 

sure that in case someone is trying to break it they will be wasting their time, as well as in case that a 

service in which you are a registered user at, has a data breach, your account remains protected.  

 

 

Figure 5: Watch the following video where Edward Snowden explains the 
importance of passwords and how they should evolve 

https://www.youtube.com/watch?v=yzGzB-yYKcc  

http://www.passwordmeter.com/
https://howsecureismypassword.net/
https://www.youtube.com/watch?v=yzGzB-yYKcc
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Figure 6: The strength of the password is the amount of time it takes 
someone to crack it. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Understand how to use an updated Antimalware Software 
Antimalware Software is the program responsible for protecting our devices from malicious 

software. Malicious software is any program which looks for vulnerabilities in systems and 

depending on their intention perform a series of damaging for the systems and its users’ action.  

Malicious Software can be broken up into different categories as we have seen before and just like 

we have all kinds of medicine for different diseases, we have different kinds of software in order to 

counter specific malicious software.  

We usually use the word Antivirus, since it is one of the most commonly known types of malicious 

software, in order to describe an Antimalware Software. However, nowadays this type of software 

combines all kinds of different functionalities, developed to counter many types of malicious 

activities and not only specific ones.  

It is of the outmost importance to regularly scan our devices for malicious activity through the use of 

Antimalware Software. It is very common for a device to get infected and the user not notice it until 

it is too late. As we know, ill-intended software can find its way through multiple ways into a device.  

Good common practices include: 

Scan downloaded files 

Scan newly connected storage devices:  

Run regular system scans 
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STEP 1: Navigate to ‘Windows Defender Firewall’ 

 

STEP 2: Click on the ‘Virus & threat’ option 



 

17 | P a g e  
 

STEP 3: Click on the ‘Scan now’ option  
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Understand why data backup is important and different backup 

procedures 
Backing up your data is one of the most important processes that people using various digital 

devices should get used to. Having your data information in one place is convenient and secure as 

well as a bit dangerous. Let us say that the office where both your computer and backup storage 

device are stored is destroyed due to fire. Then there is now way for data to be retrieved. 

As such it is essential that we important data is backed up at regular intervals so that it always 

remains up to date and relevant. 

Secondly, the device used as a backup storage should always be kept somewhere safe and far away 

from the original data storage location. 

 

 

 

 

 

 

 

Understand what encryption is 
Encryption is the method by which we mask our data so that in case that an unauthorized person 

intercepts them, they will not be able to understand what the data mean. This is done for security 

purposes as in our everyday lives we exchange information constantly and we cannot be sure who 

else might me listening on our “digital” conversations.  

Caesar Cipher Example: 

The Caesar Cipher is a simple method for encrypting one’s data. This is just an example so that you 

can better understand what we mean by encryption. Computers use some highly intelligent 

algorithms in order to encrypt their data however the principle remains the same. If the receiving 

party does not hold the key to decrypt the data, then they will have a hard time understanding 

them.  
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  User A 

User B 

Hacker 

Hello I would like to join 

theDC4JOBS course! 

Hello I would like to 

join theDC4JOBS 

course! 

hfewijtgfwerhjufgwehju

gfhwjeugherjughnerjger

juhe 

Figure 7: A so called Man in the Middle Attack where a hacker is trying to eavesdrop on a conversation between two users but the 
data they receive is not understandable due to it being encrypted. 
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Understand how to recognize malicious emails 
What is a malicious email? As the name suggests it is an email which aims to harm the recipient 

using various means. It is one of the most prevalent threats online and user should be able to 

recognize malicious email behavior so that they can effectively locate, avoid and report them. 

Malicious emails usually come in the form of some sort of security update or an investment 

opportunity too good to be true. 

Malicious Email Examples: 

Bank Security Breach: They usually appear as an important email from the security branch of your 

bank and will try to acquire your password with the premise that your security details need t be 

updated due to a breach in the bank’s security. However, your bank will never ask for your password 

in this manner.  

Operating System Importance Security Updates: Similarly, to the bank security breach case, this 

type appears as an important security update that needs to be installed to ensure your systems 

protection. Ironically, the update is the very threat which you are faced with.  

It is of the utmost importance that emails which ask for security details are always checked twice 

and with a degree of suspicion. It is good practice that users should know how the various services in 

which they are customers of behave in this manner of situations so that they know when an 

approach is genuine or not. 

 

Understand what a firewall is: how to activate it, block/unblock an 

application using a firewall 

Introduction 

The firewall is a program responsible for “Filtering Data” going in and out of our computer device 

and the Internet. Data arrives and leaves in packets, however before those packets are send to their 

destination or received they must first pass a check. The check is performed by the Firewall, which is 

a program responsible for regulating this data traffic and if a data packet is not supposed to be 

received or sent is “burned”. 
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Activating the Windows Firewall 

In order to activate the Windows Firewall, follow these steps: 

STEP 1: Open the Control Panel from the Start Menu. The easiest way is to use the search bar and 

start typing ‘Control Panel’. The first result will be the Control Panel application. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

INTERNET 

PACKETS PACKETS 

PACKETS PACKETS 

PACKETS PACKETS 

PACKETS PACKETS 

Figure 8: Firewalls are filters, checking the data traffic going in and out of our devices. 
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STEP 2: Click on the ‘System & Security’ option 

 

 

 

 

 

 

 

 

 

 

STEP 3: Click on the ‘Turn Windows Defender Firewall Option on or off’ option 
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STEP 4: There are 2 options for activating the firewall. The First one is for regulating the traffic in 

your Private network and the second option for regulating the traffic in a Public Network. We need 

to enable both, seeing as your device might be connected in some cases to a Private network and in 

some other cases to a public one. A Private network is a network managed by the user, this usually 

includes networks like the one at home or at work. Public networks are networks managed by a 

third-party. Networks which belong to this category are the ones found in cafes, restaurants and 

places accessible by the public in general. 
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How to block and unblock specific programs using the firewall 

The firewall in order to better regulate the data flow in and out of a device separates each program 

which sends and receives data into what are known as “Rules”. These rules dictate the firewall and 

inform it whether a program should receive or send data. If that program has been blacklisted, 

meaning that the system has deemed necessary that a specific program should not send or receive 

data packets.  

STEP 1: In order to modify which programs are allows transmit/receive data we need to navigate to 

the displayed application: “Windows Defender Firewall with Advanced Security”. The easiest way 

again to navigate to the displayed application is to use the search function of the  
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STEP 2: The following screen opens. We are interested in the bottom 2 options. Inbound rules refer 

to the programs which our computer receives data from and we can block that traffic if we have 

suspicions that the specific application should not receive any form of data traffic. Outbound rules 

on the other hand, refer to the restrictions we can set for programs on our device transmitting data 

towards the Internet.  

 

 

  



 

26 | P a g e  
 

Understand the importance of updating the Operating System  
The Operating System is the program responsible for managing all the other programs and devices 

connected to our device. It is thanks to the Operating System that when double clicking on a 

program icon that program is activated and when we ask for a document to be printed that the 

requested printer is located, and the printing process is initiated. 

The Operating System however is also responsible for other important tasks which the user is rarely 

aware of. Such tasks are the filtering of incoming data traffic from the Internet and the dismissal of 

data packets that may seem harmful.  

STEP 1: First step to updating your Operating System is to navigate to the corresponding window, 

responsible for handling these kinds of tasks. Click on the ‘Check for updates’ option 
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STEP 2: The second step is to check for updates and click on the ‘Install Now option’ shown below.  
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Understand how to shop securely and efficiently 
Shopping was never easier thanks to the Internet. Users can sell and buy products from all over the 

planet, creating a digital global market. However, as in real-life buying from the right place is very 

important. Not all people selling and buying products can be trusted and the same applies for 

websites.  

There are various factors that should be considered when using the online market. First of all, it is 

the right choice of platform based on your needs. For example, you wouldn’t use a shop selling 

computer parts in order to buy cat food. Secondly, the vendors profile should be carefully checked in 

order to evaluate their quality of conducting business. Lastly, check the production description. 

Many times, vendors are showing an image of a product however, the actual description might 

describe something entirely different.  

Also, a page which provides the user with log in functionality should take the necessary measures in 

order to ensure their users data protection. We can locate proof of these measures in the area 

highlighted below. The HTTPS protocol signals that the data transmission is encrypted, and the 

locket icon means that the website is certified and authenticated by a third party. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 9: Example of Online Shopping 
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Understand the current state of Internet security 
Today everything is connected. We have reached a certain technological level where under almost 

any circumstance we can interact and communicate with any part of the world. Devices like our 

coffee maker machines, lights and security systems are all connected to the Internet (Internet of 

Things). 

This functionality allows us to manipulate and control our environment and everyday items from the 

comfort of any location at any time. This of course allows potential threat to also access our devices 

and private resources from their own location.  

Technology provides us with huge advantages and comforts as well as new dangers to be aware of. 

The best we can do is to be knowledgeable regarding the vulnerabilities threat our lifestyle might 

contain and the necessary measures in order to counter and eliminate them. 
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Topic 3: Copyrights 

Understand the meaning of copyright  
 

Outset 

Defining the term “copyright” is a difficult undertaking, because of fundamental differences in the 

interpretation and goals of copyright legislature in most countries. Every country has copyright 

laws, but they are unified, combined and interpreted in different laws and therefore have a different 

scope depending on the national jurisdictions. In order to explain the basic principles and ideas of 

copyright, this chapter will summarise and generalise the concept to shed a light on the difficulties in 

the jurisdiction of copyright and the immense challenges of the digital age.  

Glossary  

In the beginning, a few terms must be explained: 

Intellectual property: 

Intellectual property (IP) is an intangible (not physical!) asset and refers to creations of the mind. An 

IP can be protected in several ways, e.g. by patents or copyright. Most laws contain a very distinct 

explanation on what can be defined as an original work that can be protected (example: The US 

copyright law https://www.copyright.gov/title17/92chap1.html) 

Creatorship/Authorship:  

The creator of an IP is assigned the creatorship of this IP. The creatorship is associated with certain 

rights, depending on the local jurisdiction. 

Exploitation rights: 

Exploitation rights (or usage rights) enable the use (copying, selling, publishing, distributing) an 

original work. 

Utilization rights: 

The creator has the utilization rights to license the usage of his original work to somebody else, i.e. 

s/he allocates her/his exploitation rights. 

Understand the differences between global and local copyright 

regulations 

  
Global definition:  

The first thing to note is the non-existence of an international copyright law. Many countries take 

part in treaties or other forms of coordination efforts , like the Berne Convention, but there is no 

unified law applying to all countries. Since we live in globalised world, affected by global trade and 

https://www.copyright.gov/title17/92chap1.html
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seamlessly connected via the World Wide Web, it is incredibly difficult to hand out general advice, 

because each copyright case is different. For example, have you ever wondered where a case of 

copyright infringement on the internet would be heard? In the country of the violator? In the 

country of the copyright holder? In the country where the server is located? There is no simple 

answer and it is usually decided individually, considering all relevant facts to the case. So even if you 

have a basic understanding of copyright, there is no absolute certainty about the outcome of a legal 

case. When in doubt, you should always seek professional legal advice. 

 

Local definitions:  

It is important to note that the term “copyright” can be translated literally, but mostly refers to 

different meanings. For example, the German term “Urheberrecht” which is usually (and not 

correctly) used to translate the anglo-american expression “copyright” includes the idea of copyright 

(the right to create copies and monetize the work) and the idea of so-called moral rights (the creator 

is forever associated to his/her work and nobody can alter it without permission). Based on this idea, 

the creator can permit the usage of his/her work, but never give up on his/her creatorship. This is 

one of the reasons why the concept of public domain, which rose to attention through the Internet, 

can’t be simply applied to most countries outside the US, because it contradicts the fundamental 

idea of copyright/creatorship in these countries. 

Comparing the US and the European (here: the individual central European countries) approach to 

copyright, shows how hard it is to find a unified definition, especially for people without a respective 

education. 

In the US, copyright means the exclusive right to (re)produce, publish, sell or distribute copies of an 

original work. Historically, its focus lies on the protection of economic affairs of the copyright holder, 

who is not necessarily the creator of the original work. In comparison to European copyright law, the 

original creator of an original work can transfer his/her copyright to someone else. 

Conclusion  

To conclude: When we talk about copyright in this chapter, we refer to the protection of an 

intellectual property. We must acknowledge the fact that the way of protecting copyrights differs 

from country to country and becomes even more difficult when it comes to copyright infringement 

on the internet. Furthermore, creators of original work have varying rights and protections, 

depending as well on their local laws.  

So, you should always keep in mind that there can be unforeseen consequences to copyright 

infringement. You should not take the handling of other people’s creative work easily and try to 

adjust to the developed standards of using and sharing original work.  

Our goal in the next two chapters is to learn how to use original work of other creators and how to 

protect our own original work. 
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Understand the importance of copyright in everyday life 
 

Copyright in your everyday life  

In 2017, 87 % of the households in the 28 EU member states had internet access. These are over 400 

million people who interact with creative work every day and might infringe copyright protections 

without even knowing.  

 Did your parents ever send you a funny picture on their unlocked Facebook profiles? 

 Did your best friend ever upload a meme on her public Instagram account? 

 Did you ever upload one of your favorite action movie scenes to YouTube? 

 Did you ever create a PowerPoint presentation with pictures you found on Google 

and sent it around afterwards? 

 Did your teacher ever copied a music sheet or a page from a textbook and shared it 

with the entire class? 

 Did you ever forward an e-mail without informing the sender? 

 Did you ever download a music file by using a file sharing software? 

As you can see, there are many ways to infringe copyright in your everyday life. And most important: 

If you create any original work on your own, it is very easy for others to infringe your rights! In order 

to protect yourself from any repercussions, no matter if you are a user or a creator, we will take a 

look at different strategies. 

Licensing and Creative Commons: 

A license is a permission or agreement that in the context of copyright allows someone to use or 

own (digital) content. As the digital era began, the need for simple licensing systems began to grow. 

Without proper licensing, it would be near to impossible to grant somebody else permission to your 

work in an uncomplicated and legally compliant way. 

Today, one of the most used known public copyright licenses is Creative Commons . On the hand, its 

simplicity allows creators to easily share their works under a legally binding ruleset, without having 

to come up with their own licensing conditions. On the other hand, users can license these works in 

an equally simple way and can be sure to act within a clear communicated and easy to understand 

ruleset. 

Creative Commons uses four modules/conditions as its base in order to create one of six available 

licenses. The BY module is mandatory for all these licenses which means that you always have to 

mention the original creator’s name when using her/his work. These modules consist of a two-

lettered abbreviation and a visual icon: 
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Icon 
Name of the 

module 
Abbreviation Explanation 

 

Attribution BY Licensees may copy, distribute, display and perform 

the work and make derivative works and remixes 

based on it only if they give the author or licensor 

the credits (attribution) in the manner specified by 

these. 

 

Share-alike SA Licensees may distribute derivative works only 

under a license identical ("not more restrictive") to 

the license that governs the original work. (See also 

copyleft.) Without share-alike, derivative works 

might be sublicensed with compatible but more 

restrictive license clauses, e.g. CC BY to CC BY-NC.) 

 

Non-commercial NC Licensees may copy, distribute, display, and 

perform the work and make derivative works and 

remixes based on it only for non-commercial 

purposes. 

 

No Derivative 

Works 

ND Licensees may copy, distribute, display and perform 

only verbatim copies of the work, not derivative 

works and remixes based on it. 

 

As of 2018, the following six licenses are available plus an additional license for content released to 

the public domain (not available everywhere): 

Icon Name 

 

CC-BY 

 

CC-BY-SA 

 

CC-BY-NC 

 

CC-BY-NC-SA 

 

CC-BY-ND 
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CC-BY-NC-ND 

 

CC0 

 

All these licenses are connected to a deed and to a contract. The deeds are one-page explanations of 

the conditions attached to these licenses. The contract contains the license conditions in a complete 

text, composed by legal experts. An example for a complete contract can be found here: 

https://creativecommons.org/licenses/by/4.0/legalcode 

The Creative Commons licenses are developed and maintained by the non-profit Creative Commons 

organisation in the USA. Therefore, everything about it is originally designed with the legal system of 

the USA in mind. The current International Version 4.0 is based on the US system as well. For the CC 

licenses to be applicable in other legal systems, legal teams around the world translate and adjust 

the different licenses to their respective jurisdictions. At the moment, the CC licenses are applicable 

in over 50 countries. For example, in Germany the current CC licenses were ported up to version 3.0. 

Use Creative Commons licenses:  

Let’s assume you design a PowerPoint presentation for a public event. You search for a nice image 

(see next chapter) under a proper license, which you eventually find in the Wikimedia Commons. In 

order to use it correctly, follow these basic steps: 

STEP 1: Find out, if the CC licenses were ported to your jurisdiction and read through the explanation  

 

STEP 2: Research which CC license is attached to the work you want to use. Since our example image 

was uploaded to the Wikimedia Commons, you can simply look up which license was used for the 

image. In this example, it is CC-BY-SA 3.0: 

 

STEP 3: You may now download the image and include it in your presentation. 

 

 

https://creativecommons.org/licenses/by/4.0/legalcode
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STEP 4: Next to the image, you should include the following information 

a. The name of the creator (pseudonyms are allowed if available) 

b. The title of the work (if available) 

c. A link to the original file (if not available, use a link to the creator’s page) 

d. The attached license acronym or the license icon 

e. A link to the respective CC deed 

 

In our example, this information would look like this: 

a. Asio otus (name taken from the Wikicommons page) 

b. “Bauernkirche in Iserlohn” 

c. https://en.wikipedia.org/wiki/File:Iserlohn-Bauernkirche1-Asio.jpg 

d. CC-BY-SA 3.0 

e. https://creativecommons.org/licenses/by-sa/3.0/ 

 

 

This information must be clearly visible. It is not allowed to hide it behind a tooltip, for example. 

STEP 5: Since you are using an image under the CC-BY-SA license, you must publish your own work 

under this license (or at least under no license with more restrictions) as well. Read the next 

paragraph to find out, how to do this. 

STEP 6: You are done. In case you are unsure if you did something wrong, you can always try to 

contact the creator. If this is not possible and you have doubts, then simply do not use the image. 

There are always alternatives! Maybe you could take your own image and want to make it available 

to the public?  

Publish your own content under Creative Commons licenses: 

This is even easier than using a CC license. For licensing your own work, you simply have to follow 

these steps: 

STEP 1: Look at the licenses and decide which one suits you best. Some people might only use 

licenses to make a statement for an open sharing culture. Let’s assume you want other people to 

share their work as well, anything else does not matter to you. In this case, you could conclude to 

use a CC-BY-SA 4.0 license. 

 

STEP 2: You upload the image to your own website. Next to the image, you show the following 

example statement: “This image may be used under Creative Commons license CC-BY-SA 4.0.” You 

state your own name and you link to the CC deed. 

 

 

 

 

https://en.wikipedia.org/wiki/File:Iserlohn-Bauernkirche1-Asio.jpg
https://creativecommons.org/licenses/by-sa/3.0/
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STEP 3: That’s it, you are done. 

Some people include the license or their name in the image itself. It is completely up to you how to 

handle this. 

Misuse of licenses: 

Let’s assume you used an image under the CC license, but you forgot to write the creator’s name 

next to it. This is no big deal, right? 

It might be. Even though Creative Commons offer an easy and fast solution to share and use creative 

content, it is still a method of copyright protection. If you ignore the license conditions, you could 

face consequences. Usually, you must pay a small fee if your misuse was discovered and the creator 

decided to threaten you with legal action.  

In case you find out that somebody else ignored the license conditions of your work, it is up to you 

what you want to do. If you don’t act, nothing will happen. We recommend to always take the 

context into consideration. If it was an honest mistake, it might be a good opportunity to point the 

culprit to his/her mistake and help him/her to understand. 

Alternative licenses: 

It is important to note that Creative Commons licenses are just one of several licenses in place (you 

might have heard of the GNU project, for example). CC has the big advantage of being one of the 

most used and well-known licensing systems in the world. As of 2017, there are over 1.4 billion 

works licensed under Creative Commons ! In the end, it is up to you which license you want to use. 

Or if you want to create your own conditions (although in this case we highly recommend taking 

legal advice). 

Of course, all those licenses don’t replace the existing copyright laws. They build on it and if you 

simply don’t use any license, this doesn’t mean that you waive the copyright on your creation. It 

might simply be harder to share it according to your chosen conditions. 

A well-known concept of quick and simple usage of copyrighted material in the Internet is “Fair 

Use”. Many users outside of the US like to refer to it as well, because in theory it sounds like a great 

idea: In consideration of the public interest, the usage of copyrighted material is allowed without 

acquiring a permission by the copyright holder, as long as it helps to create something to expand 

knowledge or to create a new piece of art work. Fair Use is extremely important to creations like 

commentary, criticism, parody, research, news reporting etc. 

Unfortunately, the concept of “Fair Use” is based on the US legal system and is not directly 

applicable to other jurisdictions which means that you have to specifically look up if there is a 

comparable law in your country. If you live outside the US and you want to, for example, reuse 

content of your local television programme, you can’t refer to Fair Use. 

Final thoughts: 

Even though licensing appears to be quite easy when using a well-prepared system, there are still 

some traps in place. The module ND in the Creative Commons licensing, for example, forbids you to 
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create derivative works or remixes. So, if there is a music clip licensed under CC-BY-ND, you cannot 

use it on a video clip, even if you don’t shorten or loop it. Because even when unaltered, in 

combination with the video it transforms into a new and therefore derivative work.  

 

But what about our examples from the beginning of this chapter? What about funny pictures on 

your parents Facebook profiles? Maybe some of your friends decided to upload her favourite music 

clip to YouTube? In the end, it is all up to the question if the original creator acts on a possible 

copyright infringement. If your parents uploaded a funny image, you could try a reverse image 

search on Google in order to find out if the image is in public domain or licensed. And if it is licensed, 

you could advise your parents to delete it from their profile page, in case they don’t meet the 

licensing requirements (considering they use Facebook, they highly likely won’t meet them). Or to at 

least make it only available to their friends. This sounds like a chore, but it is the only way to be 

safe from bad consequences. 

 

Additionally, you should consider that Social Media platforms like Facebook or Instagram make you 

accept their terms and conditions when you create an account. By this, platforms like these usually 

force you to permit them unlimited usage of the content you upload, which makes it available for 

promotions, for example. And if you have no permission for uploading, you might have even more 

problems in the end. 

 

Don’t forget the most important rule: When in doubt, do proper and thorough research and talk to 

an experienced lawyer. 

 

Understand how and why to find ‘free content’  
 

Resources:  

Researching “free” or easy-to-license content can be difficult. You must realise that you have to 

research every single piece of content that you didn’t create on your own. Depending on the art 

form, you may use the following sources: 

Wikicommons | https://commons.wikimedia.org 

The media database behind Wikipedia includes over 50 million media files, ranging from images to 

video and audio clips. Every media file page contains the license information you have to consider 

before using the media file. 

Flickr | https://www.flickr.com/ 

Flickr is a great source for photos. Many of them are licensed under Creative Commons, but be 

aware that some of them use traditional copyright protection. 

 

 

https://commons.wikimedia.org/wiki/Main_Page
https://www.flickr.com/
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Free Music Archive | http://freemusicarchive.org/curator/Creative_Commons/ 

The FMA has its own Creative Commons section, but be aware that not all of the music files are 

licensed under CC. 

Incompetech | https://incompetech.com/ 

The founder of Incompetech is Kevin MacLeod and is famous for having published over 2000 music 

tracks under the CC-BY-SA 3.0 license. 

DeviantART | https://www.deviantart.com/ 

DeviantART is a platform to showcase community created content like drawings, videos, poems etc. 

The CC license option is available to all artists, but is not mandatory, so take care before using 

content! 

YouTube | https://www.youtube.com/ 

All YouTube creators are allowed to choose a Creative Commons license when publishing their 

videos. Just look out for the license type in the description box: 

 

There are many other sources you can use. In case you want to perform a more general research, 

you can try to use the built-in search functions in Google: 

STEP 1: Visit google.com, select the Image research and enter your search term in the search bar. In 

this example, we will search for “tree”. 

 

STEP 2: Under the search bar, select the following menu options: 

a. Tools 

b. Usage rights 

c. Labeled for reuse (or any other option you like) 

 

 

 

http://freemusicarchive.org/curator/Creative_Commons/
https://incompetech.com/
https://www.deviantart.com/
https://www.youtube.com/
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STEP 3: Click on one of the results you like and follow the links until you reach the original source! 

Here, look up the license information of the image. If you can’t find any information, try to contact 

the creator or search for another option. Don’t use the image without permission! 

 

Conclusion  

Sharing and using creative content is not only about the law. It requires mutual respect and 

understanding for it to work. The digital era makes sharing content easy and the national laws had 

and still have problems to adapt to these circumstances. In the upcoming years, the copyright laws 

might undergo many changes and might make it easier for all citizens to use and share their content. 

Until then, you must consider the restrictions, the consequences and the idea of copyrighting 

creative works.   
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Topic 4: Social Media Security  

Understand the definition of social media  
 

Definition and history of social media: 

Cambridge Dictionary defines social media as “websites and computer programmes that allow 

people to communicate and share information on the internet using a computer or mobile phone”. 

Six Degrees (www.sixdegrees.com) website, which lasted from 1997 to 2001, can be called the first 

social media site. It allowed to create a profile and friend other users. Afterwards, the world of the 

Internet moved into the era of blogging and messaging. People were able to communicate with other 

readers. In 2000, there were already around 100 million people with access to the Internet. In the 

2000’, MySpace (www.myspace.com) become a popular place to set up profiles and make friends, 

while LinkedIn (www.linedin.com) has started offering networking for those with professional 

reasons. Facebook (www.facebook.com) (2004) and Twitter (www.twitter.com) (2005) were the 

next ones to come, with the former becoming the social media giant. Flickr (www.flickr.com), 

Instagram (www.instagram.com), Tumblr (www.tumblr.com), Pintrest (www.pintrest.com), Spotify 

(www.spotify.com) and many others gained popularity and joined the world of social media as well. 

It has started to be widely used also in the world of business. 

 

Getting know the most relevant social media platforms  
 

 Facebook 

Facebook (www.facebook.com) is a social networking website which enables its users to share 

photographs, post comments, links, chat live or watch short-form videos. It was launched in 2004 by 

Mark Zuckerberg and created just for Harvard students. Being user-friendly, Facebook has become 

available to everyone in 2006. 

 

 Twitter 

Twitter (www.twitter.com) is an online social networking tool where people can communicate in 

short messages called tweets. Anyone who follows you on Twitter can see your tweets, hopefully 

finding them useful and appealing. The main reason why people use Twitter is to discover interesting 

people or companies online. 

 

 Instagram 

Instagram (www.instagram.com) is a social networking platform made for sharing photos and videos. 

When you post a photo or a video, it will be visible on your profile and to all the users who are 

following you on Instagram. 

 

 

 

 

 

http://www.sixdegrees.com/
http://www.myspace.com/
http://www.linedin.com/
http://www.facebook.com/
http://www.twitter.com/
http://www.flickr.com/
http://www.instagram.com/
http://www.tumblr.com/
http://www.pintrest.com/
http://www.spotify.com/
http://www.facebook.com/
http://www.twitter.com/
http://www.instagram.com/
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 Snapchat 

Snapchat (www.snapchat.com) is a mobile app with a concept that any picture or video or message 

you send is made available to other users for only a short period of time before it becomes 

inaccessible. The reason behind the app is to encourage more natural interaction. 

 

 YouTube 

Youtube (www.youtube.com) is a video sharing platform where its users can watch, like, share, 

comment and upload their own videos. 

 

 Platforms from other countries 

There are also social media platforms which are not so well known to all the people. To explore 

more, check those: Russian VK (www.m.vk.com) and Chinese WeChat (www.wechat.com), Weibo 

(www.weibo.com) or Baidu Tieba (www.tieba.baidu.com). 

 

The world of social media today can offer us thousands of social media platforms and some being 

more popular than others. However, all having very similar purposes – staying in touch with other 

people, expressing certain ideas and communicating in a digital way. Even though we do not know 

what the future of social media can bring us, it is rather certain that the networking platforms will 

continue. Humans are social animals and the need to communicate will not cease. Additionally, with 

the development of the technology it might be really interesting to see how it is going to influence 

social media platforms. 

 

How to secure a social media account  
 

We live in a digitalised world. Thanks to electronic devices, such as smartphones, tablets or laptops, 

we are able to communicate easier and faster than ever before. Consequently, social media 

platforms have become an integral part of our lives. Facebook, Twitter, Instagram or Snapchat are a 

great way to stay connected with others, as well as to promote or support certain ideas or initiatives 

online. However, this technological development has brought also new concerns about privacy and 

security. In order to raise awareness concerning computer security, 30 November has been 

established as Computer Security Day and is dedicated to keeping your online data secure and safe. 

 

Having a social media account is a very easy thing to start with, but using it wisely is a totally 

different story. Every user of any social media website should act responsibly and be aware of what is 

shown on their profiles, who is the audience or how safe it is to post some photographs or pictures. 

Social media platforms have their own individual account or privacy settings; however, there are 

some general guidelines which users should follow in order to feel safe online, no matter which 

platform they are using. 

 

 

 

 

 

http://www.snapchat.com/
http://www.youtube.com/
http://www.m.vk.com/
http://www.wechat.com/
http://www.weibo.com/
http://www.tieba.baidu.com/
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A good thing to start with is to have the latest security software, web browser and operating system. 

It is the best defence against various online dangers. When you decide to start your journey with 

social media, you should take care of the general account settings before being an active user of a 

particular platform. Keep personal information personal. Do not reveal sensitive personal data (home 

address, financial information, phone number). Always be aware how much personal information 

you provide on social media. The more you show, the easier it might be for a hacker to steal your 

identity, access your data or commit such crimes as stalking. 

 

Facebook is an example of the most commonly used social media platform. It is popular among 

different age groups, starting from youth and finishing with seniors. Let’s have a closer look at its 

account settings and privacy settings, which users should be aware of. 

 

STEP 1: Log into Facebook:  www.facebook.com 

 

STEP 2: Click on a triangle on the right and then choose ‘Settings’. 

 

 

STEP 3: Then, on the left side we have three possibilities concerning account settings: ‘General’, 

‘Security and login’ and ‘Your Facebook information’. 

 

 

When you click ‘Edit’, which is situated on the right side of the screen, you can adjust those settings 

to your preferences, always following the rule: the less you share, the better. 

 

http://www.facebook.com/
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STEP 4: In ‘Security and login’ you decide about your password.  

 

 

 

 

 

 

 
 

 

Use a different password for each of your social media accounts. The longer it is, the more secure it 

will be. One of the ways to have a strong and exceptional password might be to use the first letters of 

your favourite quote including capital letters and some numbers; you can also change some letters 

into symbols (B=3, i=!, t=+), for instance, “Be a flamingo in a flock of pigeons” → Baf!aFoP74. Once 

you have your password, DO NOT share it. 

 

STEP 5: In ‘Your Facebook Information’ you can, for instance, delete your account. 
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Understand how to apply privacy settings on each social media 

platform-account  
 

 

Privacy settings exist for a reason. It is so significant to spend some time on learning how the 

privacy and security settings work on social media. They are there to help you control who sees what 

you post and manage your online experience in a positive way. How does it work on Facebook? Let’s 

have a closer look. 

 

STEP 1: Log into Facebook: www.facebook.com. 

 

STEP 2: Click on a triangle on the right and then choose ‘Settings’. 

 

 

STEP 3: Click ‘Privacy’ situated on the left side of the screen. 

 

 

 

A variety of tools appear and thanks to them you can decide who can see your posts or if other users 

can find or contact you. You can decide who sends you friends requests or even who can see the 

friends list on your profile. It is a really useful tool as nobody wants to be flooded with friends 

requests from whoever is registered on the website. When you click ‘Edit’, which is situated on the 

http://www.facebook.com/
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right side of the screen, you can adjust the settings to your preferences, always following the rule: 

the less you share the better. 

 

 

 

STEP 4: After clicking ‘Timeline and tagging’, you will be able to decide about your timeline, tagging 

and review. 

 

 

It is so crucial to decide who is the audience of your posts. For instance, you can choose that only 

some of your friends see what you have posted, or decide if you want to be tagged in other people’s 

posts. Think before you post! It is your account and it is you who is in control of it. When you click 

‘Edit’, which is situated on the right side of the screen, you can adjust the settings to your 

preferences, always following the rule: the less you share, the better. 

 

STEP 5:  A very useful tool ‘Blocking’. 

 

 

If someone is threatening or harassing you, remove them from your friends list, block them and 

report them to the site administrator as soon as possible. When you scroll down, you notice that the 

list is really long, with 9 different options to be chosen. When you click ‘Edit’, which is situated on the 
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right side of the screen, you can adjust the settings to your preferences, always following the rule: 

the less you share, the better. 

 

 

STEP 6: Facebook offers you a ‘Face recognition’ tool. 

 

 

If you activate ‘Face recognition’ tool, it means that you allow Facebook’s system to recognize if you 

are tagged in photographs or videos posted on the website. Undeniably, there are advantages and 

disadvantages of this option. On the one hand, it is good to know if anyone has uploaded a video or a 

photograph of you. On the other hand, a significant question should be asked whether we want the 

system “remembering” us even more and in a way telling us what to do next? Act responsibly and be 

sure how much you want to provide Facebook with. When you click ‘Edit’, which is situated on the 

right side of the screen, you can adjust the settings to your preferences, always following the rule: 

the less you share the better. 

 

STEP 7:  Let yourself be notified about any activity concerning your account.  

 

 

While using Facebook, you can choose, among different ways, how you want to be informed about 

any activity concerning your account. The available options are: ‘On Facebook’, ’Email’, ’Desktop and 

mobile’ and ’Tex message’. Obviously, the last one is connected with providing your phone number; 

think cautiously before you choose it. Nevertheless, no matter what you choose, it is always good to 

be alarmed about everything what is happening on your social media account. When you click ‘Edit’, 
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which is situated on the right side of the screen, you can adjust the settings to your preferences, 

always following the rule: the less you share the better. 

 

STEP 8: In ‘Public Posts’ you decide who is the recipient, and who can comment on your public posts. 

 

 

When you click ‘Edit’, which is situated on the right side of the screen, you can adjust the settings to 

your preferences, always following the rule: the less you share the better. 

 

STEP 9: Enter your profile and click on ‘Friends’. 
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You can manage your friends list on Facebook and decide if a particular friend is your family member, 

a friend or a close friend. Accept only friend requests from people you know personally. Your profile 

should be used to keep in touch with your real friends (the ones you know and trust). If a friend 

posts something in general or about you which you find uncomfortable, let them know. And the 

other way round. If something you posted bothers your friend, stay open minded and react. 

 

Understand how to participate in social media in a safe way  
 

In “Nosedive”, an episode of a British science fiction television series “Black Mirror”, viewers can see 

what might be the impact of the development of technology and the popularity of social media on 

our society. The Internet is an enormous source of information and possibilities. Whether we want it 

or not, our lives are influenced by it. Additionally, as many aspects of our lives depend on “being 

logged in”, it is quite a challenge to exist without being online. Therefore, the only person 

responsible for your safety online is YOU. Your existence on social media platforms must be 

supported by your knowledge concerning privacy settings, and awareness of pros and cons of being 

an active participant of digitalization process. 

 

It is never too late to educate yourself and learn more or learn new things. Therefore, if you are 

asking yourself a question ‘How can I stay secure online?’, here are 7 TOP TIPS which will help you 

using social media platforms in a responsible and safe way: 

 

 Privacy settings ON 

No matter if you are using your laptop or smartphone, always educate yourself about privacy settings 

of the websites and platforms you are using, especially social media, for example Snapchat or 

Facebook. You can decide about every single thing concerning your account. The sooner you start 

“being friends” also with your settings, the better for you and your digital existence. What is more, 

even when all your settings are ready, do not forget to review them often. 

 

 Strong password 

Obviously, the name of your dog or a favourite colour is not a good choice. Your password should be 

long and difficult to guess – at least 15 characters long, mixed letters, numbers and special 

characters. Do not use the same password to every account you have. Do not save your password on 

every device you are logged in, especially if you are not the owner of it. Always log out when you are 

done. Do not allow others to use your social media without your knowledge or because of your 

carelessness. If you use your social media account on your smartphone, remember about protecting 

your device with a password. 

 

 Secure connection 

Be sure your Internet connection is secure. Have your antivirus program always updated. While being 

out, do not log into every open Wi-Fi available.  It might happen that it is a trap and some hackers 

want to steal your data. Nothing bad happens if you are offline for a while. 
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 Safe browsing and download 

If some content seems suspicious, do not enter the website, do not click on the link, do not 

download the file. Delete it immediately from your computer and scan if any danger is left on your 

PC. 

 

 Personal info LIMITED 

Do not share any sensitive data about yourself or/and your family and friends. Your address, phone 

number or number plate of your car should absolutely not appear on your account. The same rule 

exists when you post photographs – do you really want the whole Internet to know how your 

children, house and car look like? You would not distribute any of this information to strangers on the 

streets, do not share it with millions of people online. 

 

 First think, then post 

The Internet do not have a delete button. Whatever you post online, stays there forever. Even if you 

remove the original post, you can never be sure how many copies of it were made by other users. 

Think before you give mean remark or upload a selfie from a party. Let us put it like this: do not post 

anything online that you would not want your parents or a future employer to see. 

 

 Not everything is true 

Do not believe everything what you see or read online. Sometimes it is difficult to state if a particular 

photograph or video is genuine or just a hoax, so when you see something shocking, do a fast 

Internet research. Safe yourself embarrassment and do not give the hoaxers reasons to keep on 

fooling other people. The same rule applies to people you meet online. Some might not always be 

who they say or not even be real. Be cautious and reasonable, just as you are in your real life. 
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