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1.1 Browsing, searching and filtering. 

1.1.1. Importance of filtering online information. 

In the early days of web content filtering it was enough to configure a firewall to block certain 

sites from being accessed. An SME would maintain a blacklist of forbidden sites and update that 

list from time to time. This method did not offer deep packet inspection and only filtered 

Internet access based on a domain name. 

A modern and effective web content filtering solution scans more than the domain name. It is 

able to break down and analyze web traffic making it capable to accurately pinpoint portions of 

a web page which should not be allowed into the internal network. 

An effective web content filtering solution is essential for an SME because granting your 

employees unfettered access to the Internet opens your company to a multitude of problems. 

The main ones that I wish to point out are the following: 

 Security: Grave risk to the companies’ security. 

 Legal Trouble: Liability of inappropriate content. 

 Productivity: Loss of employee productivity due to Internet abuse. 

Security 

With the advent of Web 2.0 technologies, websites are now mash-ups of content that is 

aggregated from many other sites. This scenario adds complexity to filtering websites based on 

domain names alone and also opens up new avenues of attack for hackers and virus writers 

who are becoming increasingly successful at compromising syndicated feeds. If just one feed of 

data is compromised, all the websites that pull in that feed will deliver malicious code to their 

trusted users. 

An effective content filtering solution will judge incoming web data based on its content and 

not its source alone. Malicious content that is smuggled into trusted sites will still be detected 

and filtered out, thus protecting the internal network. 
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Inappropriate Content 

Companies can be liable for the data that is transferred into their internal networks and 

servers. In an ideal world, you should be able to trust all your employees that they will only use 

the Internet for the jobs they do. The reality is unfortunately very different, and one single 

rogue user’s actions can create serious legal problems if his or her actions are not monitored. 

Pornography at work and downloading of copyrighted materials are a real and dangerous 

threat to an SME. 

If a good web content filtering solution is in place, an SME is protected against this type of 

threat. Pornography and copyrighted material are blocked using standard filters. A web content 

filtering solution from a trusted vendor will also protect you legally because it shows your 

commitment to stopping this type of crime in your workplace. 

Employee Productivity 

A security breach due to lack of web content filtering will undoubtedly affect your employee 

productivity; however, an ineffective or badly configured web content filter can also have a 

negative effect on productivity if it blocks legitimate content that is needed by your employees 

to do their job. 

A good web content filter acts very much like a sieve. Legitimate data should fall through the 

filter whilst bad data should be stopped. This means that a requested web page with some 

forbidden content will still load, but with some bits missing. This will allow the user to get the 

parts of the web page that are needed whilst remaining protected. 

To recap, web content filtering will directly affect three important issues that all SMEs face: 

System Security, Illegal Content, Employee Productivity 

Having an effective web content filtering strategy that aligns itself with your internet 

monitoring software will ensure that you are protected from a security and legal standpoint 

and will improve the productivity of your work force. 
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1.1.2. Understand effectivity of web search techniques. 

There are few different ways for web engines to understand what you want to search for as 

starting with most popular Boolean operators to just trying to search content from exact 

information you have given. 

Use unique, specific terms 

You might guess that the terms blue dolphin is relatively specialized. A Google search of those 

terms returned 2,440,000 results! To reduce the number of pages returned, use unique terms 

that are specific to the subject you are researching. 

Use the minus operator (-) to narrow the search 

Terms with multiple meanings can return a lot of unwanted results. The rarely used but 

powerful minus operator, equivalent to a Boolean NOT, can remove many unwanted results. 

For example, when searching for the insect caterpillar, references to the company Caterpillar, 

Inc. will also be returned. Use Caterpillar -Inc to exclude references to the company 

or Caterpillar -Inc -Cat to further refine the search. 

Use quotation marks for exact phrases 

Using quotation marks around a phrase will return only those exact words in that order. It's one 

of the best ways to limit the pages returned. Example: "Be nice to dolphins”. Of course, you 

must have the phrase exactly right. 

Don't use common words and punctuation 

Common terms like a and the are called stop words and are usually ignored. Punctuation is also 

typically ignored. But there are exceptions. Common words and punctuation marks should be 

used when searching for a specific phrase inside quotes. There are cases when common words 

like the are significant. For instance, Raven and The Raven return entirely different results. 
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Capitalization 

Most search engines do not distinguish between uppercase and lowercase, even within 

quotation marks. The following are all equivalent: 

 technology 

 Technology 

 TECHNOLOGY 

 "technology" 

 "Technology" 

Drop the suffixes 

It's usually best to enter the base word so that you don't exclude relevant pages. For 

example, bird and not birds, walk and not walked. One exception is if you are looking for sites 

that focus on the act of walking, enter the whole term walking. 

Maximize AutoComplete 

Ordering search terms from general to specific in the search box will display helpful results in a 

drop-down list and is the most efficient way to use AutoComplete. Selecting the appropriate 

item as it appears will save time typing. You have several choices for how the AutoComplete 

feature works. 

 Customize your searches 

There are several other less well-known ways to limit the number of results returned and 

reduce your search time: 

 The plus operator (+): As mentioned above, stop words are typically ignored by the search 

engine. The plus operator tells the search engine to include those words in the result set. 

Example: tall +and short will return results that include the word and. 

 The tilde operator (~): Include a tilde in front of a word to return results that include 

synonyms. The tilde operator does not work well for all terms and sometimes not at all. 



 

8 | P a g e  
 

  A search for ~CSSincludes the synonym style and returns fashion related style pages —not 

exactly what someone searching for CSS wants. Examples: ~HTML to get results 

for HTML with synonyms; ~HTML -HTML to get synonyms only for HTML. 

 The wildcard operator (*): Google calls it the fill in the blank operator. For 

example, amusement * will return pages with amusement and any other term(s) the Google 

search engine deems relevant. You can't use wildcards for parts of words. So, for 

example, amusement p* is invalid. 

 The OR operator (OR) or (|): Use this operator to return results with either of two terms. 

For example, happy joy will return pages with both happy and joy, while happy | joy will 

return pages with either happy or joy. 

 Numeric ranges: You can refine searches that use numeric terms by returning a specific 

range, but you must supply the unit of measurement. Examples: Windows XP 2003.2005, PC 

$700 $800. 

 Site search: Many Web sites have their own site search feature, but you may find that 

Google site search will return more pages. When doing research, it's best to go directly to 

the source, and site search is a great way to do that. Example: site: www.intel.com rapid 

storage technology. 

 Change your preferences: Search preferences can be set globally by clicking on the gear 

icon in the upper-right corner and selecting Search Settings. I like to change the Number of 

Results options to 100 to reduce total search time. 

 Forums-only search: Under the Google logo on the left side of the search result page, click 

More | Discussions or go to Google Groups. Forums are great places to look for solutions to 

technical problems. 

 Advanced searches: Click the Advanced Search button by the search box on the Google 

start or results page to refine your search by date, country, amount, language, or other 

criteria. 

 Wonder Wheel: The Google Wonder Wheel can visually assist you as you refine your search 

from general to specific. 
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Use browser history 

How do you quickly go back to that Web site? You can try to remember the exact words used 

for the search and then scan the results for the right site, but there is an easier way. If you can 

remember the general date and time of the search you can look through the browser history to 

find the Web page. 

1.1.3 Understand how to choose way of searching information 

Understanding what kind of information, you are looking for and where to find it is vital for 

consuming your time and effort, therefor there are few different ways to find it more reliably 

on depending what kind of information you are looking for. 

Depending from information you are looking for, vast majority of searches can be done using 

search engines. There are different search engines to consider while looking for information as 

they have different approach and information to go though. 

For everyday use: Google, Bing, Yahoo, Lycos and Ask.com is one of the leading search engines 

out there for everyday use, you can use it for searching majority of things, from cooking recipes 

to how to excel in computer usage.  

For Academic use: From school assignment to university research papers you can use one of 

the free search engines which will give you information consisting of other researches or 

academic references. Examples as: Bielefeld Academic Search Engine (BASE) & Reference 

works( https://www.base-search.net/ ),  Directory of Open Access Journals( https://doaj.org/ 

), Educational Resources Information Center( https://eric.ed.gov/ ), Google Scholar ( 

https://scholar.google.lv/ ) 

Good mentions for specific web searches are Wikipedia (https://www.wikipedia.org/) , an 

online encyclopaedia and Wolfram Alpha ( https://www.wolframalpha.com/ ) based on 

answering any questions from mathematics to everyday personal finances. 

https://www.base-search.net/
https://doaj.org/
https://eric.ed.gov/
https://scholar.google.lv/
https://www.wikipedia.org/
https://www.wolframalpha.com/
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1.2  Evaluation of received information 

1.2.1 Get Knowledges about how to evaluate websites 

Thinking critically, analysing and evaluating the information that you find during your research 

is an important part of this. Critical thinking is a process used to think about and evaluate 

information and reach a conclusion. In this context the word critical is not negative. It means 

that you shouldn't automatically accept that what you are reading is valid, true, applicable or 

correct. Instead, you should gather the evidence, analyse all aspects rationally and objectively, 

and with an open mind, so as to reach your own conclusion. When using the Internet, you must 

remember that it lacks any kind of quality control and it is not regulated in any way. The burden 

of determining the value of information found on the Internet is on the user. 

Checking for Audience of the webpage. 

While there is no good way as a consumer to find what kind of webpage it will be, you are 

using, there are different ways to understand if the website will be safe for different audiences 

and most importantly your computer.  

Parental control  

If you are parent of a child, you should understand that there are sites and content that is not 

appropriate for a child. Therefor there are different ways to control what children can see and 

what is blocked on your computer screen. To find more information on how to find one of 

these programs use a search engine. 

Harmful websites and content 

There are lot of harmful content on internet which will infect your computer that can lead from 

computer becoming slower to destroying it completely. Programs like antiviruses help you out 

if you have in fact went in one of these websites. But to help antiviruses work, you need to 

think what kind of websites you are using. Good example on how to avoid harmful sites is to 

use search engines, mostly first picks in them will be certified sites to use. 
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1.2.2. Get knowledges about main questions which should be answered for evaluation of 

online information 

You should consider these criteria for evaluating Web resources (Accuracy, Authority, 

Objectivity, Currency, Coverage, and Relevancy). 

Accuracy 

 Is the website well-researched and information properly cited? 

 Are facts and statistics documented? 

 Can the information be verified in other sources? 

 Is the page well-written and organized? 

Authority 

 Can you identify the author of the website?  An author can be an individual, company, 

educational institution, government agency, non-profit organization, etc. 

 What are the qualifications or credentials of the author?  Is the author affiliated with a 

reputable institution? 

Objectivity 

 Are there biases in the Web page?  Is this the site of a company selling products or an 

individual/organization with a specific agenda? 

 Are the goals or aims of the author clearly stated? 

Currency 

 Is there a date when the website was last updated? 

 Are the links from the site up-to-date? 
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Coverage 

 How does the information compare with other sources available on the topic? 

 What is the reading level of the material? 

 Are there references or links to more information? 

Relevancy 

 The website may be cool, but is the content appropriate for your research needs? 

 

1.2.3 Get knowledges about how to use filters to ensure ethical and legal use of information 

sourced online 

To ensure ethical and legal information online you need to follow 4 step process and 

understand what kind of information you are looking for and what kind of information you 

want to leave alone.  

 Clarify 

Define extra steps that you are looking for, while doing researches write down keywords 

you are looking for and use them to more effectively find information needed. 

 Search 

Search engines are good way to find information and nowadays they are made more 

user friendly, and will not give first websites in searches who are harmful and internet 

browser will often tell you if the page is not verified. 

 Delve 

If you find websites that seem trustful, stick with them. There are a lot of information in 

only few websites and you don’t need to look for different information in different sites 

if it can be found in one.  

 Evaluate 

Check url of website you want to visit, safe websites have https in front which refers to 

security level with letter s at the end. 
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1.3 Organising and storing of information 

1.3.1 To get answer how to organize and store online information 

Over the last decade, students and adults alike often identify information management as one 

of their biggest challenges. And unhappily, access to more information than any one person can 

reasonably be expected to cope with appears to be a growing problem. Researchers currently 

estimate that on average most people are exposed to the amount of information it takes to fill 

174 newspapers (at 85 pages each) every single day! 

Information literacy is emerging as an increasingly critical skill set for students and adults. 

Definitions for this type of literacy commonly address four facets: identifying, locating, 

evaluating, and using information. But there’s a fifth aspect of this skill set—the ability to 

organize the information that’s been found so that it can be effectively evaluated and used—

that has largely been ignored until recently. The advent of tools that allow users to ‘curate’ 

digital content is changing this. 

What is ‘content curation?’ The term refers to the idea that digital information must be 

organized in order to make use of it. One formal definition of content curation is, “the 

gathering, organizing and online presentation of content related to a particular theme or 

topic”). Educators and students have ready access to many free and low-cost online tools that 

can be used to organize—or curate—information so they can use it more effectively. 

1.3.2 Get knowledges about main reasons for organizing and storing information 

PKM or Personal Knowledge Management is about managing information, and turning it into 

knowledge that is of interest to the beholder – it becomes personal. The goal of this post is to 

introduce a system for managing information, though if interested in reading more about 

Personal Knowledge Management in the digital world click here – this resource describes PKM 

in greater detail. 

The first and essential component to effective management of digital information is the system 

itself. I’ve outlined a framework that involves three straightforward steps. 
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 Find the right tool or application to manage your digital content. It must be seamless in 

its application, not feel cumbersome or onerous. [The tool in the ‘old days’ might have 

been a filing cabinet, a set of binders, or notebooks] 

 Identify knowledge that is important to you. What information do you want to collect? 

Decide what is of interest to you and divide your interests/projects 

into categories or topics. [If you were to set up a filing cabinet what would the labels be 

on the file folders within?] 

 Establish a method to filter and select the data (Web sites, blogs, online journals etc.) 

using the tool you choose to manage your system. Establish criteria to follow that will 

allow you to select information with discrimination. Be selective. 

 

1.3.3. Get to know how to use tools for archive, organize and share online information. 

Storing information in cloud. 

Cloud storage is a service model in which data is maintained, managed, backed up remotely and 

made available to users over a network (typically the Internet). Users generally pay for their 

cloud data storage on a per-consumption, monthly rate. Although the per-gigabyte cost has 

been radically driven down, cloud storage providers have added operating expenses that can 

make the technology more expensive than users bargained for. Cloud security continues to be a 

concern among users. Providers have tried to deal with those fears by building security 

capabilities, such as encryption and authentication, into their services. 

Public cloud storage services provide a multi-tenant storage environment that is most suited 

for unstructured data. Data is stored in global data centers with storage data spread across 

multiple regions or continents. Customers generally pay on a per-use basis similar to the utility 

payment model. This market sector is dominated by Amazon Simple Storage Service 

(S3), Amazon Glacier for cold storage, Google Cloud Storage, Google Cloud Storage Nearline for 

cold data and Microsoft Azure. 
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Private cloud, or on-premises, storage services provide a dedicated environment protected 

behind an organization's firewall. Private clouds are appropriate for users who need 

customization and more control over their data. 

Hybrid cloud is a mix of private cloud and third-party public cloud services 

with orchestration between the platforms for management. The model offers businesses 

flexibility and more data deployment options. An organization might, for example, store 

actively used and structured data in an on-premises cloud, and unstructured and archival data 

in a public cloud. In recent years, a greater number of customers have adopted the hybrid cloud 

model. Despite its benefits, a hybrid cloud presents technical, business and management 

challenges. For example, private workloads must access and interact with public cloud storage 

providers, so compatibility and solid network connectivity are very important factors. An 

enterprise-level cloud storage system should be scalable to suit current needs, accessible from 

anywhere and application-agnostic.  

Cloud storage is based on a virtualized infrastructure with accessible interfaces, near-

instant elasticity and scalability, multi-tenancy and metered resources. Cloud-based data is 

stored in logical pools across disparate, commodity servers located on premises or in a data 

center managed by a third-party cloud provider. Using the RESTful API, an object 

storage protocol stores a file and its associated metadata as a single object and assigns it an ID 

number. When content needs to be retrieved, the user presents the ID to the system and the 

content is assembled with all its metadata, authentication and security. 

In recent years, object storage vendors have added file system functions and capabilities to 

their object storage software and hardware largely because object storage was not being 

adopted fast enough. All backup applications use the object storage protocol, which is one of 

the reasons customers first tried backing up their data to the cloud. 
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Data usage 

The data in your knowledge base can be from anywhere, but usually comes from several 

contributors who are well versed on the subject - enough to give you all the details. Subjects 

range from the ins and outs of your HR or Legal department to how a new product, hardware, 

or software works. The knowledge base can include FAQs, troubleshooting guides, and any 

other nitty gritty details you may want or need to know. 

In today’s connected world, nobody simply “wants” easy access to accurate information. We 

demand it. Heck, we expect it. And that doesn’t mean we want a phone call. Or an email. Or a 

service ticket.  

When you have a knowledge base in place, you should combine it with a program of knowledge 

management. Knowledge Management enables you to create, curate, share, utilize and 

manage knowledge across your whole company and across industries. 

With a strong knowledge base and knowledge management, you’ll find your organization is 

more nimble and able to deliver faster service. You’ll also be able to improve self-service, give 

greater access to more articles, and offer regular updates through that knowledge management 

system. 

Here’s another big point: by providing the opportunity for people to leave comments, you can 

give co-workers and customers the opportunity to help solve each other's problems. And make 

all involved feel a true sense of community. Ultimately, you’ll deliver an even better customer 

experience, one designed for the information-rich world we all live in. Life changing? Probably 

not.  Here are a few other ways a knowledge base can make a difference. Benefits of a 

knowledge base are consistent service, higher resolution rates at first contact, and lower 

training costs and more consistent service. 

Everybody in your organization will speak from the same playbook. No confusion. No missteps. 

Everyone––customers and sales folk––is happy. 

With a good knowledge base, one that’s organized well, there’s no putting customers on hold, 

no transfers between agents, no “we’ll call you back in a minute.” Answers are right at 
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customers’ fingertips. And when they have additional questions, others in the community are 

right there to help. It’s an easy-to-use, self-serve way to resolve issues fast. 

A knowledge base, supported by a strong knowledge management program, ensures new hires 

are trained with the latest information and get consistent guidance. That translates to a better 

work environment and lower costs. And who doesn’t want that? (Rhetorical question.) 

But once you put a good knowledge base in place, backed by a plan for knowledge 

management, customers and employees find answers themselves. So, you can focus on really 

important aspects of your job, rather than answering everyone’s questions. Plus, there are 

dozens of other reasons to organize a good knowledge base.  

Organizations use knowledge bases for a lot of reasons. And they’re finding more uses virtually 

every day. The way you use a knowledge base depends, of course, on what your organization 

does and who it serves. But here are a few of the ways knowledge bases are proving to be 

invaluable. 

 IT: It simplifies everything from troubleshooting to training/onboarding and general 

how-to and support questions 

 HR: Again, great for everything from training/onboarding to distributing company 

policies and pay schedules 

 Legal: Helps with contract and other approval processes, policies, trademarks and 

registrations. 

Many knowledge bases are structured around artificial intelligence. Others are just indexed 

encyclopaedias. Some are interactive and respond to input from users. Human-readable 

knowledge bases are the ones people can access for documents, manuals, troubleshooting 

information and frequently answered questions. There are also machine-readable knowledge 

bases. They store stuff in system-readable forms. Solutions are based on what we call 

automated deductive reasoning. When a user enters a query, software helps narrow down a 

solution. 
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Today, customers, employees––virtually everyone––wants and expects easy access to 

information. That data is locked away in the files, databases and minds inside your organization. 

Organizing it into a knowledge base opens the door to improved customer service, greater 

productivity, increased collaboration, and a lot less time spent answering the same questions. 

1.3.4. Get information about tolls to archive organize and share resources 

Whether you want to resolve personal information management challenges or are looking for 

tools you can share with staff, students, and parents, this may be the perfect time to check out 

the three content curation tools described below. Each is easy-to-use and meets a different 

need related to organizing information. Give one or more a try! 

ScoopIt! allows curators to glean and republish articles from the Internet in newsletter format, 

based on keywords the curator identifies. This can be an effective way to share online news 

with a variety of target audiences, depending on the viability of the topic selected. For example, 

it will be easy to find articles about mobile devices but might be more difficult if the topic is 

confined to creating content with mobile devices. There is a free version and fee-based 

accounts are available as well. 

Bag the Web is a free tool that is ideal for those times when you need to share a limited 

number (5 – 12) of links focused on a very specific topic. Like Pinterest or Learnist, Bag the Web 

supports quick curation of short lists of digital content. Unlike Pinterest, a link can be added to 

a list even when Bag the Web can’t find an image to grab and display. I frequently use multiple 

Bag the Web lists during professional development when I want to draw participants’ attention 

to particular resources. 

LiveBinders for large collections of resources that will be curated over time, you can’t beat 

LiveBinders. The metaphor of a digital three-ring notebook makes it easy to organize hundreds 

of resources related to one main topic (notebook) through use of sub-topics (dividers). 

Anything that can be digitized can be uploaded and linked in a LiveBinder as can web pages. 

Free and fee-based accounts are available. 
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1.4 Digital tools for citing, reference and validation 

1.4.1 To get answer about purpose of citing, reference and validation 

Reference citations in scholarly publishing are critical, providing measurability and 

discoverability.  

The problem is that reference quality and accuracy have been known weaknesses in scholarly 

publishing for many years. 

 Most academic authors understandably pay more attention to their ideas than to their 

references. As a result, many references are inconsistent, incomplete, poorly structured, or just 

plain wrong. Perhaps at one time publishers might have assumed that informed readers (or 

their graduate students) encountering faulty references might dig deeper to find the cited 

works, but today we entrust computers to make the links. Despite continuing advances in 

reference-matching technology, for the most part reference-link quality reflects the expression 

“garbage in, garbage out.” This article looks at the importance of reference citations, the 

common problems, and the steps publishers are taking to solve them. 

Reference citations in scholarly publishing have never been more important than in the age of 

electronic distribution. Not only do references cite relevant previous work, they also provide 

one of the most valuable functions in electronic publishing: an actionable, clickable link to more 

information about the citation. The link may be to additional metadata in a secondary source or 

to the full text of the cited reference from a library collection or a publisher’s Web site. 

Actionable reference links are just the tip of an interconnected scholarly communication 

system. Almost from the earliest days of the Web, publishers have worked toward an 

interlinked body of knowledge and have envisioned links to gene sequences, chemical 

structures, multimedia, and Web site data in addition to the journal literature. Increasingly, 

scholars are making their data available through databases such as GenBank, the Protein Data 

Bank, or the fMRI Data Center. In some fields, journals are beginning to require authors to 

submit data sets to these data depositories. Links between the literature and the data will 

enhance the value of each. 
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In an age of evolving publishing models, participants in the scholarly communications process 

are paying more attention than ever to measurable results. At the forefront of this emphasis on 

quantification are statistics that rely on accurate references and reference linking. Any 

problems with reference accuracy can underestimate the impact of an author’s work or of a 

journal. For example, the measurable impact of institutional repositories will increasingly 

depend on linking the content to other sources. Studies of open-access journals have compared 

the impact (measured by citation analysis) of journals accessible under traditional subscription 

models with those that are free to readers.  

Thomson Scientific’s Impact Factor, developed in the 1960s, was the original measure of 

citation analysis to evaluate journal quality. The impact factor—and more recently developed 

citation measures, such as the h-index, proposed in 2005 by physicist Jorge Hirsch—provide 

input to a host of decisions, from library journal selection, to tenure, to appointments, to 

grants. Citation analysis remains a growing and important part of the environment, available 

not just through Thomson’s Web of Science and Citation Indexes, but also through 

comprehensive tools such as Scopus from Elsevier, Google Scholar, and discipline-specific 

secondary services such as the Smithsonian/NASA Astrophysics Data System (ADS). 

“reference quality and accuracy have been a known issue in journal publishing for many years.” 

Clearly, reference citations are critical, enabling measurability and discoverability. The problem, 

of course, is that reference quality and accuracy have been a known issue in journal publishing 

for many years. Even before the prevalence of electronic journal distribution, reference studies 

exposed sloppy reference work and exhorted authors and journal publishers to do better. 

 Such studies continue in a number of fields and report reference errors in published articles 

that range from 4% to 48%, depending on the community and journal being studied. According 

to Diane Berneath Lang, editorial manager of the journals division at the University of Chicago 

Press, “Difficulties in reference accuracy didn’t come to light until everything became 

electronic.” 
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1.4.2 Knowledge about how to correctly do citing, reference and validation 

Properly selected references give credibility to scholarly articles and credit previous 

contributions of others working in the same field. They enable hypothesis formulation and 

sourcing of the original works in this rapidly developing digital age of publishing. Studies in the 

predigital era reported numerous mistakes with referencing due to the carelessness of both 

authors and publishers. However, the decades-long problem has not vanished; the reference 

error rates in academic publishing are still high. 

It is increasingly important to unite efforts of authors, peer reviewers, editors, and publishers to 

improve bibliographic management and accuracy of citations throughout the publishing 

process. Current trends in measuring scientific impact at individual and journal levels make 

reference validation an absolute necessity. 

The aim of this article was to analyze essential aspects of bibliographic management and 

highlight the importance of reference validation by all stakeholders of scholarly publishing. 

Functions of references and citations 

References provide a means for acknowledging previous publications, integrating new studies 

with previous research works, and identifying primary sources supporting authors' statements. 

They facilitate continuity and novelty of research by avoiding redundant work. Previous 

publications may drive the scientific discourse and arguments. Acknowledging all pertinent 

sources may foster an exchange of ideas and data. 

Proper citations scrutinize cited works and aid in elaborating new concepts. Authors should pick 

accessible and validated references to enable verification of the original sources by evaluators. 

It is therefore important to cite primarily peer-reviewed sources passed through multiple 

checks by reviewers and editors. 

Accuracy of references 

Inaccurate reference lists negatively affect the indexability and influence of a scholarly journal. 

Authors who cite references without retrieving and reading related full-texts may increase 
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inaccuracies. To some extent, such practice is driven by skewed perceptions of the role of 

citations in boosting the notorious Impact Factor 

Accurate referencing is crucial for allowing readers to follow the flow of ideas and statements in 

scholarly works and for ensuring the integrity of science communication. Incorrect citation of 

author names, journal titles, volumes, or page numbers makes it difficult or even impossible to 

locate primary sources. Irrelevant in-text citations may result in the misrepresentation of the 

sources and dissemination of unchecked statements, ultimately raising concerns over 'vanity 

publishing'. 

Referencing in the digital age 

In the digital era, new scholarly sources have emerged and add more complexity to reference 

formatting and citing. For instance, web-based materials require listing correct URL linking 

routes and access dates to facilitate re-access by readers at least within a certain period. 

In line with the digitization, reference management software tools have emerged to generate 

text reference citations. However, these software tools may become cumbersome and 

duplicate references. They rarely correct chronological and alphabetical arranging details when 

several references are grouped together at first use. To overcome such problems, authors may 

use several software tools to manage their references and bibliographies in different styles 

(e.g., EndNote). 

Ensuring accuracy by reference linking 

Currently, individual and journal impact indicators influence academic promotion and research 

grant allocation globally. These indicators are heavily dependent on the accuracy of references. 

Electronic publishing now provides reference linking and swift navigation from primary and 

secondary sources. Importantly, reference linking not only cites a related work, but also 

provides a clickable link to additional information presented in the work. For instance, many 

publishers now provide e-links to gene sequences, chemical structures, multimedia, and Web 

data. 
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Impact analyses now consider the frequency, directions, and networks of citations in scholarly 

articles. In some cases, these may reveal 'citation cartels', abundant auto-citations and other 

inappropriate citation practices, which disqualify individuals and journals. Citation analyses are 

thus impossible with inaccurate references. 

Current strategies of navigating through the references by CrossRef matching, Highwire, 

PubMed linking, or XML-encoding help in detecting and correcting inaccuracies. Many large 

publishers have already incorporated these navigation systems in the peer review systems. 

( https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4248576/ ) 

1.4.3 Get information about tools for citing, reference and validation 

There are many applications which will give you examples of references to use in your 

documents as they are going to search who wrote the content and who made the quote.  

Cite This For Me is one of the most popular citation tools today.  Citing isn’t something you 

usually think about, but it’s important nonetheless. Without even realizing it, you do it already 

in your everyday life in little ways. Have you ever said, “I heard on XYZ News that . . ., “or “I read 

in XYZ that those two celebrities are dating,” or even “Mom said that you can’t do that?” By 

saying where you got your information, you are casually citing a source. 

Plagiarism is a word you never want to hear describing your work. You’ve probably seen 

headlines in the news and heard stories in school about the negative consequences of 

plagiarism. It’s not good but it is preventable. By visiting Cite This For Me to create citations, 

you’re taking steps to to help avoid this. 

Cite them Right (10th Edition) by Richards pears is a guideline of citing and referencing so you 

don’t avoid plagiarism covering everything from understanding plagiarism and identifying 

sources to setting out quotations and creating a reference list. 

  

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4248576/
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